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Module 2: Information disorders
(fake news, conspiracy, rumours, radicalisation…)
The first part of this lesson plan deals with knowledge about information disorders,
the strategies to combat them (fact-checking, counter-discourse) and MIL added
value.
The second part of this lesson plan, the MILAB, deals with hands-on approach to
information disorders.

A few definitions (see glossary)
information disorders
information contract
sharing contract
fact-checking
cognitive biases
democratic societies

Outline
PART I
1.
2.
3.
4.
5.
6.
7.

Knowledge building

Information disorders before digital world
Information disorders in the digital world
Characteristics
Opportunities and risks of information contract and sharing contract
Learning objectives, competences and MIL added value
Evaluation
Training support materials

PART II

MILAB

1. Stage 1 activities
2. Stage 2 activities
3. Stage 3 activities
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PART I (4x45min sessions)

1. Information disorders before the digital era (20 min)
Rumours, propaganda, persuasion techniques, image manipulation,
scandal or scare-mongering/slander campaigns…
e.g. the cold war and images of the United States vs USSR

Session 1:
45 min

Teacher tip:
Is erroneous news ‘fake news’?
The definition of ‘fake news’ actually excludes journalistic error, since there needs to be the intention
of conveying false information for it to be ‘fake news’.

2. Information disorders in relation to the digital world (25 min)
So what’s new with information disorders?
Discussion: Take well known example of ‘fake news’.
Examples:
• there is wood in grated Parmesan cheese;
• the Pope supports the Trump election;
• the Roma migrants are camping in Christian cemeteries.
• …
What do you observe?
What formats do you notice (rumour, urban legend, hybrid threat, pseudo science…)?
Factors that facilitate fake news: departure from information factory
Algorithms and their logic: they promote popular news not quality information
Clickbait: catchy headlines draw more attention and more adverts based on amount of clicks they
generate
Nudging and ranking: promote e-reputation and induce users to amplify or create fakes
Cognitive biases: rely on people’s stereotypes and mindsets, specially confirmation bias.
Social media bots: automatically amplify news including fake news and can give the feeling that there
is a huge following and support for marginal or minority ideas
Transborder effect: play on the international nature of the internet to facilitate political intervention
from other countries
Trolls and troll farms: some individuals are paid to click and amplify fake news
What are the consequences of the above according to you?
the ease in which images can be modified in a digital world;
the ease of amplification of ideas;
the ease of trolling to give a false feeling of crowd support for marginal ideas
…
Teacher tip:
Have the students come up with their favourite fake news.
Keep it for analysis at each step of the course so that they can see all the aspects (from rhetoric to
purpose to counter-discourse)
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The rhetoric of information disorders (still using the same examples)
us vs. them: if you are not with us it means you are against us, with no middle ground
prove that we are wrong: putting the burden of proof on the other camp
no smoke without fire: a rumour does not exist without an element of truth
many people think like us: using the argument of numbers without evidence
emotion in relation to information: use of emotional language vs rational reasoning
exploitation of common cognitive biases (confirmation bias, authority bias…) often relying on old
myths, stories (“it was better before”; the illuminati control the world…)
Teacher tip:
Have students consider examples of information disorder rhetoric during the last elections in their
country.
Try and compare results with another country
Discuss how communication has become more ritualistic, that is, not “the act of imparting information but the representation of shared beliefs“ (cf James Carrey, 1989, Communication as Culture:
Essays on Media and Society, London: Routledge.)

3. Characteristics and motivations behind information
disorders:
Building an online reputation (having fun, educating...)
Interfering with national politics (destabilising, polarizing…)
Sharing contract (private and public conversations, comments, amplification)
Selling clickbait online and generating traffic and profit.

Session 2:
45 min

Consider this modelling of information disorder:

INFORMATION DISORDER

FALSE

HARMFUL

Mis-information

Dis-information

Mal-information

False Connection
Misleading Content

False Context
Imposter Content
Manipulated Content
Fabricated Content

Leaks
Harassment
Hate Speech

Figure 1. The information disorder matrix
Source: Claire Wardle and Hossein Derakhshan, Information Disorder: Toward an interdisciplinary
framework for research and policy making, Strasbourg: Council of Europe, 2017, p. 5,
https://rm.coe.int/information-disorder-toward-an-interdisciplinary-framework-for-researc/168076277c
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Compare the rhetoric of each mechanism with the following Information disorders scheme that takes into
account the sectors and actors that have most at stake with creating and amplifying ‘fake news’. Note the
responsibility of mass media and social media in the process.
Secteur

Type of actor

Type of motivation

Type of fake news

MEDIA

Mass media

Traffic, Profit, Ads

Click bait

soft

Social media

Traffic, Profit, Ads

Satire, Parody

soft

Personalities

Power

Conspiracy theories

hard

Political parties

Power

Propaganda

hard

Small groups

Political interference

Extremism

hard

Rogue agent /
Third party

Destabilisation

Hate speech,
hybrid threat

hard

Civil society group

Reputation

Urban legend

soft

User

Recognition

Sensationalism

soft

Influencer

Influence

Rumour, satire

soft

POLITICS

SOCIETY

Impact

Figure 2. nformation disorders scheme
Source: Divina Frau-Meigs, ‘Faut-il avoir peur des “fake news”?’
(‘Should we be scared of fake news?’) 2019)
Teacher tip:
Have the students explore the website of the The European Centre of Excellence for Countering
Hybrid Threats, created by Council of Europe, in Finland. Ask them to discuss the definition of “hybrid
threats”. See how the members of the Centre put it in the context of “hard” impact and address the
threat to democratic societies.

4. Opportunities and risks of information disorders?
Discussion: (15 min)
Have you been exposed to information disorders?
What’s your best/worst experience?
How did you come across the fake news?
How did you recognize it was fake?
How did you react: debunked? forwarded to friends? ignored?...

Session 3:
45 min

Teacher tip:
Keep the fake news that the students have selected in the earlier section of the course.
Have them fill in the information disorders scheme (fig 2), where it applies to their case.
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Make the students be aware of the 3 mechanisms of information disorders
(see glossary for terms):
Publicity
Virality

Social bots
zombie machines
viruses / Spams
Deepfake

Automation

Echo chambers
Filter Bubble
Trolls
Memes
Cognitive bias

Clickbait
Algorithms
Ads (data mining)

Figure 3. The three mechanisms of fake news
Source: Divina Frau-Meigs, ‘Faut-il avoir peur des “fake news”?’
(‘Should we be scared of fake news?’) 2019)
Teacher tip:
Pick a topic and make the students browse and find the rhetoric of each mechanism.
E.g. Memes (virality): little vignettes that reinforce a message, like the one of Pepe the Frog (a cartoon
character) adopted by the extreme right in the USA.
E.g. Clickbait (publicity): catchy titles that are “liked” and re-posted without the actual article being
read or which may contain fake news
E.g. Deepfake (automation): modified faces and sounds that can make a personality say the reverse of
what he/she said or that can put him/her in an embarrassing position:
https://www.youtube.com/watch?v=Ro8b69VeL9U

You may also want the students to go online and comment the series
“Above The Noise” by Data & Society Research Institute, directed by danah boyd
https://www.youtube.com/watch?v=CuFKYSSZtpo&feature=youtu.be

Ways of debunking fake news and combatting information disorders (not exhaustive!)
Sector

Action

Impact/purpose

Examples

Journalism

Fact-checking

Source verification

Tineye, InVid

Social media platform

Signalement

Démonétisation

YouTube

Gouvernment

Regulation

Illegal speech

Law against hate speech

Defamation
Civil society

Debunking, Building
counter-narratives

Education

Media and Information Literacy

(Educators, NGOs…)

Figure 4. Counter strategies matrix
Source: Divina Frau-Meigs, ‘Faut-il avoir peur des “fake news”?’
(‘Should we be scared of fake news?’) 2019)
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Some solutions (self-regulation) are adopted by the mass media and social media themselves, especially in times of elections (to preserve integrity of elections in democratic societies)
Some solutions (regulation) are adopted by governments to prevent hybrid threat and political destabilisation and foreign interference
Some solutions (education) are adopted by civil society actors, to build resilience among citizens and
help them use their critical thinking with MIL

Opportunities and risks (15 min)
Consider the opportunities and risks of information disorders (from the perspective of the actors who
create and produce them and from the perspective of the actors who amplify them)

Opportunities
• Publicity (clickbait)
• Virality (trolls)
• Automation (bots)

Notions

• Being demonetized
by platforms
• Being debunked
• Other parties will create bots
to counter-attack

• Building a business
• Supporting one’s ideas
• Cheap labour
• Militancy and advocacy

Risk

Fake news is a threat to integrity of information (opinion vs fact, manipulation …)
Fake news is a threat to democratic societies (impact on elections, political
interference from foreign countries…)
Summary

Building Students’ critical thinking: AIR

ANALYSE

INTERPRET

REACT
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• Mechanisms
• Rhetorics
• Formats

• Information contract
• Sharing contract
• Motivation/impact

• Fact-checking tools
• Social media signalling
• Building counter-narratives
• Knowing the law-defamation
• Illegal hate speech
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5. Focus on CRITICAL THINKING and CITIZENSHIP competences (7C)
(15 min)
Critical thinking enables users to master the codes of digital media and to be self-reflexive about
their navigation and their participation online. The cognitive skills implied relate to information search and
validation as well as emotional understanding of complex communication situations, such as fake news and
information disorders.
Citizenship is the competence that allows users to be actively responsible online, knowing their
rights and their responsibilities and building resilience against information disorders while enjoying the
benefits of online presence.

Comprehension

Citizenship

Creativity

Cross-cultural
communication

Critical Thinking

Collaboration &
conflict(s) resolution

Consumption

See introduction and glossary
Source: Savoir*Devenir

MIL competences break-down categories/indicators for critical thinking and citizenship
Students should be able to
Understand and describe the mechanisms of information disorders
Respond to information disorders and debunk them (fact-checking tools)
List ways of combatting disinformation
Protect themselves from excessive risks of amplification and virality
Promote healthy online presence through active participation

MIL added Human Right value
Freedom of expression
Participation
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6. Evaluation
Choose one example of fake news and answer the following questions using the
information disorder scheme (fig. 2 and fig. 3): Who created the fake news? For what
purpose? Using what format or type of fake news? Using what mechanisms?

Session 4:
45 min

7. Training support materials
(see additional section to Lesson Plans)
References to other materials and resources
Useful links for pedagogical animation
Glossary
Useful software for MIL integration in learning outcomes (online resources by country)
https://docs.google.com/spreadsheets/d/10wxgYEe9O8GiSKo8kTjv8uQqpkOeHJp5_k0ytBcZsdU/edit?usp=sharing
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PART II. MILAB
(4 x 45 min sessions, according to allotted schedule for MIL)
MILAB activities are devised according to the three stages (1-beginning, 2-consolidating and 3-deepening). The three stages are indicative: they can be followed as
suggested below or used in a ‘plug-in’, modular approach depending upon the time
allotted to MIL and/or the level of outcome desirable.

To go further

They involve several pedagogical activities including: workshops, role play, written exercises and games.
They explore different media formats such as blogs, videos and web articles in order to build students’ critical thinking skills (AIR).
EXPLORING Refutation Strategies FOR CITIZENSHIP & CRITICAL THINKING:
Contribution to social media via tweet, post, story…

STAGE 1 (15-16):
Understanding the types of information disorders
“Bad faith” Competition

3 x 45 min

The purpose of this exercise is to sensitize learners to the traps and tricks of cognitive biases (see
glossary). First, ask students to go to a website that provides a list of cognitive biases
Then, in small groups, ask students to
		 - Create a fake news story
		 - Elaborate the arguments that will reinforce the cognitive bias of their choice
		 - Plan the strategy for dissemination and amplification
Still in small groups, have the students work on a counter-narrative
Finally have a presentation in class and rank the worst (most convincing) fake news. Consider what
would happen if it was published.
Teacher tip:
Look for any website that offers fun presentations of cognitive biases. By default, you can use
the Wikipedia article.
Play the fake news game: drop all ethics and pretend you are an unscrupulous media magnate
Teacher tip:
Look for the online game “getbadnews” available at www.getbadnews.com
Evaluation

45 min

Take examples of conspiracy theories, e.g. Michael Jackson is still alive or the idea that man never
walked on the moon.
Look for videos on YouTube and analyse according to the information disorder scheme
(fig 2 and Fig 3):
		 Who are the actors?
		 What is the typology?
		 What is the motivation?
		 What are the mechanisms?
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STAGE 2 (16-17):
Mastering “fake news”
Analysis of plot theory

3 x 45 min

Choose a website that talks about a conspiracy theory
First, in small groups, have the students
		 - Chose a conspiracy theory
		 - Elaborate the arguments that reinforce the rhetoric of the theory:
us vs. them; prove that we are wrong; no smoke without fire; many people think like us ; emotion in relation to information ; exploitation of common cognitive biases…
		 - Plan the strategy for dissemination and amplification
Then, the whole class chooses one of the conspiracy theories found by the groups and debunk it:
		Use one of the fact-checking tools (InVID plug-in for instance)
(see fig. 4: counter strategies matrix)
		Write (and publish if all agree) a refutation argument against a conspiracy theory
Evaluation: Web detective role play:

45 min

Imagine you are a web detective. Compare three fact-checking resources from your country and list
their strong points. Justify your own use of these resources to be a thorough reporter.
Deceptive Detective
Who
created this
message?
Is it from a credible or
trusted source?

How does the
message try to
attract my attention?
Does it use ALL CAPS in the
headlines? Does it use powerful
images?

http//:

www.a

mazin

gnews

.com.c

!

o

Dog

Food

ON SALE

ING
TALK ALS!!
ANIM
ry 30,

Story

2002

York
New
y, at the parents
Toda
kids and when the
Zoo,
ked
r
shoc
were and the lemu s!
jaguar them for treat
asked

Why do you
think this message
was created?
What type of action do
you think the author
wants you to do
after reading?

wn, Februa

by Unkno

When was
the message
published?
Is it missing a date?
Does it have an incorrect
date, or is it old?

How did
the message
make you feel?
Do you think
others might
feel the
same way?

For more information about news and media literacy, go to commonsense.org/education.
© 2017 COMMON SENSE MEDIA, INC. ALL RIGHTS RESERVED.

Useful resource:
You may want to get inspired by the poster in the link below, leading a “deceptive detective”
to find answers: https://d1e2bohyu2u2w9.cloudfront.net/sites/default/files/tlr-asset/document-cs-education-fakenews-poster-release-lr.pdf

Or
Deceptive detective scenario: Find an example of fake news and imagine that you have to debunk it.
Observe, analyse and display at least 5 reasons that prove the piece to be fake news.
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STAGE 3 (18-19) ;
Building a sustainable strategy against fake news
Analysis of a hybrid threat

2 x 45 min

Consider the tables below produced by the Council of Europe’s Stratcom. They show the topics that
are most amplified on social media in Baltic countries. One table shows the topics amplified on the
social network VKontakte and the other shows those amplified on the social network Facebook.
Consider the most “popular topics”: what issues are emphasized?
Why do themes like World War II and USSR appear?
Compare their prevalence in VKontakte (a Russian social network) vs Facebook (an American social
network).
What does this amplification reveal in terms of manipulation and rhetoric? Use the list of fake news
rhetoric below to argue your point:
us vs. them
prove that we are wrong
no smoke without fire
many people think like us
emotion in relation to information (nostalgia, fear, …)
exploitation of common cognitive biases (confirmation bias, authority bias…) often relying on
old myths, stories (it was better before…)
		[See diagrams on next page]
Resources:
Example of fact-checking resources:
• the Verification Handbook offers a comprehensive guide to verifying user-generated
content during emergencies, disasters and other breaking events.
http://verificationhandbook.com/

• First Draft News is a site dedicated to providing free training resources for verifying eyewitness and social media.
• The TED Talk by Markham Nolan entitled “How to Separate Fact and Fiction Online.”
https://www.youtube.com/watch?v=sNV4yIyXXX0

More resources here: https://ijnet.org/en/story/11-tools-verification-and-fact-checking-2016
Or here: https://factcheckingday.com/
Refutation strategy

45 min

Choosing one of the “macro-topics” in the tables above, write and publish a refutation argument
countering the popularity of the topic (example : you may want to address the question of the “non
citizens” ( migrants? minorities?...); or the potential link between “USSR” and “Russia”…)
Evaluation

45 min

Imagine what hybrid threat could be put in place in your country.
According to the EU Parliament an hybrid threat is a “phenomenon resulting from convergence and
interconnection of different elements, which together form a more complex and multidimensional
threat. Hybrid conflict and hybrid war are two specific categories whereby some hybrid tactics are
used by a state to achieve its strategic ends.”
Source: https://epthinktank.eu/2015/06/24/understanding-hybrid-threats/
Write a short article about state affiliated hackers, their motivations, their goals and interests in destabilizing your country.
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The results of associative analysis on FB reveal—as with OK—that the term “European Union” is closely associated
24two
and
28 networks,
withSource:
sanctions.https://www.stratcomcoe.org/virtual-russian-world-baltics
“President” is associated primarily with Putin, but unlike with page
the other
social
there are also associations with the heads of state of the Baltic states as well. “Allies” are, in contrast to the
others, associated not with the 1940s, but instead with current affairs—the term is primarily used on Facebook
together with the United States and NATO. “Veteran” and “war”, however, remain discussed in the context of

Analysis of FB groups’ links to ideological content was conducted by comparing the number of ideological
reposts made from groups by active FB users in the Baltic states. Similar to the results seen for VK and OK, it
was found that the majority of groups on FB also have a pro-Kremlin, pro-Russian, or anti-Western orientation
(Figure 37). Such groups, as with those found on the other two social networks covered by this study, feature
dense internal connections, and are also tied to each other through a large number of common members. Again,
FB groups also serve as sources of ideological information that is then disseminated further by active users.

Comparative analysis of the relative popularity by country of the study’s macro topics shows that the most
popular topic in Estonia and Latvia is that of non-citizens, while in Lithuania it is the USSR and Ukraine (Figure
36). We can observe a general trend among FB active users in Latvia of increased attention to ideological
issues; in Lithuania, the level of activity has fallen since 2014 and is likely to drop further. Meanwhile, in Estonia,
ideological activity is by nature recurring, and is largely associated with periodically resonant macro topics
such as, non-citizens, the World War II, the Defence Forces, and NATO.

The topic of Ukraine resonated most among FB users in Lithuania—especially during the battle for Ilovaisk,
mentioned above, which took place in late summer 2014—though discussion significantly decreased after 2015
(Figure 35).

Figure 36: Relative Popularity of Macro Topic among Active FB Users in the Baltic States

