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1. Useful links for pedagogical animation
Journalism, “Fake News” and
Disinformation: A Handbook for
Journalism Education and Training
C. Ireton and J. Posetti (eds),
UNESCO (2018)
https://en.unesco.org/fightfakenews

Media and Information literacy:
policy and strategy guidelines
A. Grizzle, Moore, P, Dezuanni, M,
Asthana, S. Wilson, C., Banda, B,
Onumah, UNESCO (2011)
https://unesdoc.unesco.org/ark:/48223/pf0
000225606?posInSet=9&queryId=4553e6
fd-aa83-44f9-b768-d36a57e74d83

Media and information literacy: A
practical guidebook for trainers
S. Braesel and T. Karg, DW Akademie
(2018)
www.dw.com/downloads/42424317/
dw-akademiemilguidebook2018.pdf

Internet Literacy Handbook
J. Richardson, E. Milovidov and M.
Schmalzried, Council of Europe
(2017)
https://edoc.coe.int/en/internet/7515-internet-literacy-handbook.html

Digital citizenship education
handbook

Media education: a kit for teachers,
students, parents and professionals

J. Richardson and E. Milovidov,
Council of Europe (2019)

D. Frau-Meigs (ed), UNESCO (2006)

https://book.coe.int/en/human-rights-democratic-citizenship-and-interculturalism/7852-digital-citizenship-education-handbook.html

http://www.unesco.org/new/en/communication-and-information/resources/
publications-and-communication-materials/publications/full-list/media-education-a-kit-for-teachers-students-parents-and-professionals//

Action: guidelines for prevention of
violent extremism

Youth and violent extremism on line
S. Alava, D. Frau-Meigs and G.
Hassan, UNESCO (2017)
https://unesdoc.unesco.org/ark:/48223/
pf0000260382?posInSet=25&queryId=5aca6c25-da7f-4a7d-bca1-95e5aa9bedc5

Nash, C. Nesterova, Y., Primrose,
K., Chan, W A., Rios, R, Velásquez
Flores, M J, Zowmi, A, Mahatma
Gandhi Institute of Education for
Peace and Sustainable Development,
UNESCO (2018)

Yalla EMI: Un guide d’Education aux
Médias et à l’Information

https://unesdoc.unesco.org/ark:/48223/
pf0000263828

B. Blondeau and D. Frau-Meigs (2018)
Available in French and Arabic
http://savoirdevenir.net/wp-content/
uploads/2016/07/GuideYalla-FR.pdf

Media and information literacy
curriculum for teachers
C. Wilson, UNESCO (2011)
https://unesdoc.unesco.org/ark:/48223/
pf0000192971
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2. Resources and other materials
https://www.animaker.com
to create video animation
https://vizzlo.com/create/timeline
to create timelines
https://infogram.com/examples/maps
to create interactive maps
https://www.powtoon.com
to create video animation
http://www.thinglink.com
to create animated images
https://my.beekast.com
to create online surveys and other activities in class
https://padlet.com
to create a digital wall for posts
https://www.genial.ly/fr
to create animated content
NB: See other resources in online shared document
(with resources in languages other than English)

https://docs.google.com/spreadsheets/d/10wxgYEe9O8GiSKo8kTjv8uQqpkOeHJp5_k0ytBcZsdU/edit?usp=sharing
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3. Glossary
This glossary refers to the key words, values and competences used in the MIL curricculum Lesson Plans
(where they are indicated in bold at first mention).
A

C

Algorithm: a series of instructions to accomplish a task (not
unlike a recipe). Search engines, social media, vocal assistants etc. all function with algorithms. They gather data and
use it to modify their behavior over time and create their own
new data (machine learning). They rely on Artificial Intelligence. See also artificial intelligence, big data; data.

Citizenship: is a competence that allows users to engage
actively, positively and responsibly in both online and offline
communities, whether local, national or global. As digital
technologies are disruptive in nature and constantly evolving, this form of engagement involves a wide range of
activities, from consuming, sharing, playing and learning to
searching and working. For MIL, Competent digital citizens
are able to respond to digital challenges and to participate
in public life while respecting human rights and intercultural
differences. See also human rights.

Apps: Originally, an interactive program accessed through a
web browser, apps are now more commonly found on mobile
phones. Apps or ‘Applications’ are end-user software that can
have many different functionalities: from enabling users to
perform everyday tasks (such as consult a calendar or send
emails), to entertainment (travel, games or social networking) and information gathering (news, maps or MOOCs). See
also Terms of service (TOS).
Artificial intelligence: or ‘AI’ is when computer systems
perform tasks traditionally requiring human intelligence, for
example visual perception, speech recognition, translation
etc. Users usually interact with an AI through a series of vocal
or written questions that the system answers accordingly. AI
technology can also be found in digital games, robotics, driving assistants and in all systems that need to access a vast
amount of data in order to facilitate decisions. For MIL, monitoring AI developments is important as it raises the issue
of use of personal/private data and citizenship issues linked
to privacy, dignity, wellbeing, politics and public space. See
also Algorithm big data, data.
B
Big data: refers to the huge quantity of coded information
that is analysed with algorithms so as to reveal patterns,
trends and associations. They can be treated with various
statistical types of analysis to profile people, to predict
behavior, for learning analytics etc. They often are put under
“5 Vs”: Volume, Variety, Velocity, Veracity and Value. For
MIL, the challenges and controversies include data sharing,
consumer awareness and privacy. See Consumer awareness,
data, privacy.

Cognitive bias: a problem connected to information processing and how individuals perceive information. It occurs
when individuals create their own ‘subjective social reality’,
deviating from a rational judgment. It can distort reality and
lead to inaccurate decision-making and illogical interpretations. The most common biases deal with confirmation bias
(the tendency to interpret new evidence as confirmation of
one’s existing beliefs or theories), authority bias (the tendency to attribute greater accuracy to the opinion of an authority
figure), bias of continuous influence (the tendency to believe
previously learned misinformation even after it has been
corrected). In MIL, it is associated to public opinion issues,
stereotypes and the limits of freedom of expression. See also
critical thinking, fake news.
Communities: virtual communities value exchanges about
knowledge and information as currency for socializing and
learning. They are characterized by “weak ties”, the fact
that acquaintances of all kinds (including strangers) may
contribute information through online networks. With time,
membership, influence and shared emotional conversations
may produce a feeling of belonging, in echo chambers and
other closed groups. See also information contract; sharing
contract.
Consumer awareness: is the competence that allows users
to deal with social media and other virtual social spaces
as an environment where often the fact of being a digital
citizen also means being a consumer of online products and
services. Understanding the implications of the commercial
reality of online spaces is one of the competences that individuals need to maintain their autonomy as digital citizens
and protect their online privacy. For MIL, it implies issues
related to infringement of the rights of others and age relevant means of understanding all the dimensions of “terms of
service”. See also terms of service.
Cookie: a small file that is stored on a user’s computer,
designed to hold a modest amount of data specific to a
particular user, for website management. Each time the user
accesses the website again, the cookie is sent back to the
server on which the website is stored. A tracking cookie can
be embedded with advertising material from a third-party
site and can be used to report on a user’s browsing history
and facilitate targeted and tailored adverts. For MIL, cookies
can be seen as an invasion of privacy since they allow profiling without user knowledge. They require critical thinking to
avoid propaganda and unethical commercial practices. See
also: Data, Privacy.
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Critical thinking: the objective analysis and evaluation of
an issue in order to form a judgment. In the MIL context it
enables users to master the codes of digital media and to
be self-reflexive about their navigation and their participation online. The cognitive skills implied relate to information
search and validation as well as emotional understanding of
complex communication situations. See also fact-checking.
Cross-cultural communication: the competence that allows
citizens and users to feel empathy for others. Online these
skills are magnified because of the lack of visual and audio
cues. It implies tolerance to ambiguity, interest for otherness
and skills in online navigation and networking as well as an
awareness of the geopolitics of exchanging online.
Cyber-bullying: a harmful form of harassment, using electronic tools and services. It can include posting threats, rumours, sexual remarks, cyber-stalking and hate speech. The
consequences can be damaging for victims (including fear,
anger, depression and low self-esteem.). For MIL, it relates to
information disorders, online harmful content and behaviour
and to risks to freedom of expression (chilling effects) and
wellbeing. See also e-Reputation, Identity, Wellbeing.
Cyber-security: deals with the protection of computers from
theft and/or damage to their hardware, software and content.
It also includes disruption of services by intentional or accidental means (such as piracy or hacking). For MIL, phishing,
spamming and viruses, are among the security threats that
can challenge citizens in their efforts to control their hardware and their data. See also Privacy, Security.
D
Data: refers to coded information that can take many formats such as text, images and sounds but also interactions,
events, transactions. They can be used as basic descriptors
of a person’s real life, digitally transformed. Sensitive Personal Information (SPI) can include the individual’s name, social
security number, date and place of birth, biometric records.
For MIL, the controversies are linked to third party uses, be
they commercial (market of colleting and selling data) or
criminal (stealing data for illegal purposes). This can lead to
breaches in security and privacy. See Big data, privacy.
Data mining: refers to the methods of calculation to explore
databases so as to detect patterns and profiles, trends and
links so as to provide elements of information for decision-making, such as predictive marketing for instance. It
works with algorithms and statistics to extract information
from big data. See also AI, data, big data.
Deepfake: the word ‘deepfake’ is a combination of the words
‘deep learning’ (a type of machine learning) and ‘fake’. It refers to a kind of fake news that is AI powered and can create
seamlessly altered content on sound and video. It uses artificial intelligence to superimpose or combine different images
and videos. For example, in 2018 a viral video appeared to
show President Obama giving a public address about fake
news, the video was extremely realistic but actually completely computer generated using the voice of actor Jordan
Peele. Deepfakes have been used to modify video content of
famous politicians and actresses, putting them in embarrassing situations where they can be made to say the contrary
of their original statement. See also fake news, information
disorders.
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Democratic society: is a society where human rights are
respected offline and online, that fosters active citizenship
and engagement. For MIL, it refers to some specific human
rights values such as privacy, freedom of expression, dignity,
security, education and participation.
Digital divide: refers to the various gaps in access to and use
of technology, such as economic, cultural, age and social variations across nations. This can lead to inequalities between
individuals and between countries. For MIL the issues
relate to inclusion and social justice as well as learning and
knowledge. It can result in two-tiered citizenship, with lasting
impact on participation and wellbeing in democracies. It is
associated to digital gap in competences. See also democratic society; wellbeing.
Digital storytelling: is the capacity to produce long and
short narrative forms using media languages, that is using
different media formats, symbols, codes, conventions and
design principles to create recognizable narrative structures
that convey messages to a target public. In MIL, it can be
used as a pedagogical tool to stimulate creativity and to
share experiences among participants. See long narrative
forms; short narrative forms.
Digital footprint: is a citizen’s unique set of traceable digital
activities (e.g. website views, comments, payments) on the
internet. They fall into two categories: passive and active,
or involuntary and voluntary. The first one deals with data
collected without the citizen’s knowing; the second deals
with data willingly released to share and interact online with
others. For MIL, this raises issues of privacy, traceability and
security. See also Privacy; Security.
Digital identity: originally a marketing tool (for personal
branding), it is the information available online on a person,
an organization or a device representing a real life entity. It
enables the process of authentication of a user interacting
online. It provides automated access to other computers and
facilitates mediated relationships. It has come to mean aspects of a person’s real life identity, with the whole collection
of data generated by a person’s online activities (purchasing,
navigating, networking etc.) For MIL, the issues relate to the
management of e-presence and online activities so as to
ensure wellbeing. See also Cookies; Data; e-Presence.
E
E-presence: is the capacity to control one’s digital identity. It
implies knowing about search engine optimization, e-reputation, social media uses, etc. It has come to extend to the personal and interpersonal qualities that guide digital communication. It requires social and cognitive competences that
are supported by MIL. See also Digital identity; e-Reputation;
Participation.
E-reputation (‘online reputation’): is the perception internet
users have of one’s person, brand or company. It is a marketing influence strategy to win likes and recommendations
and increase ranking of an entity’s website or service online.
It is often associated with ways to monetize content online,
especially with influencers. For MIL, it is related to the risks of
manipulation of a person’s image or brand; it is also connected to monetization of one’s online presence (advertizing,
clickbait…). See also Cookies, data, digital Identity, e-Presence, influencer.
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Fact-checking: is the strategy used by journalists or citizens
to debunk fake news. It involves using human resources
and digital tools to assess the truthfulness and reliability of
information, verifying its sources and analysing how it was
published or promoted. See also fake news.

Influencer: an influencer is a user of social media who has
established a large audience or following and whose content
has a big reach and/or impact. See participation; sharing
contract; audience; communities.

Fake news: is a type of deliberate disinformation aiming at
misleading online users. It is spread via traditional media
and online social media. It can aim to damage commercially,
financially or politically a target entity or person. Online, it
is also used to increase monetization (with clickbait headlines, click revenue, advertising revenue). For MIL, the issues
raised relate to quality of information, manipulation of public
opinion, intrusion of public spaces, integrity of elections. It
requires competences in critical thinking, fact- and sourcechecking. See also critical thinking; fact-checking.
Freedom of expression: is one of the human rights, that guarantees the possibility for each individual not only to express
their opinion but also to publish it. Additionally, freedom
of information laws ensure that individuals have access to
information about themselves and their government if necessary. It relies on trustworthy media and data in democratic
societies. In MIL it is important with regard to publication and
online engagement. See also democratic society; fake news;
fact-checking.
G
GDPR: The General Data Protection Regulation has been
implemented across the European Union in 2018, with data
protection authorities in each country. It provides individuals
with more control over their data and privacy and should enable them to monitor their e-presence. See also e-presence;
data; data mining; privacy.
H
Hacking: is the process of seeking to breach the defences
and abuse the weaknesses of a computer system or network.
It can be motivated by many reasons, such as protest, profit,
play, spying and intelligence gathering. For MIL, it raises
challenges in terms of trust and risks of breaches in data
privacy). See also data, privacy, security, wellbeing.
Hate speech: is a statement intended to demean another
person, in particular with the use of cruel and debasing language on the basis of that person’s race, ethnicity, religion,
sex, disability, etc. In Europe, it is related to specific legislation, which creates debates over freedom of expression. In
the MIL context it relates to ways and means to use media
so as to produce counter-narratives and foster cross-cultural communication. See also cross-cultural communication;
democratic society; freedom of expression; participation.
Human rights: a set of moral principles that organize human
behavior in democratic societies (as made explicit in the universal declaration of human right of 1948). They are posited
as inalienable and fundamental rights, for the sake of human
dignity. They are egalitarian and applicable everywhere,
including online. MIL tends to emphasize some principles in
particular, such as freedom of expression, privacy, participation, dignity and education.
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Information contract: refers to the implicit contract the
mass media have historically established with their readers
and viewers, as exemplified in the case of the daily news.
The contract posits 4 main steps: 1/professionals (journalists,
scientists…) identify a problem rationally, 2/ they analyse it, 3/
they call on experts, and 4/ they propose solutions. In MIL, it
is an important element to explain the role of quality information in democratic societies ; it points to the risks of fake news
and other information disorders as the information contract
can be manipulated or captured by special interested parties
and this may cause distrust in media institutions. See also
sharing contract; democratic society; freedom of expression;
information factory; information disorders.
Information factory: relates to the idea that information is
a construct, with recognizable institutions, contents and
representations, genres, patterns and media languages for an
intended audience or community. It is traditionally connected
to the information contract and its various steps. In MIL, it
is important to recognize the various issues attached to the
information factory (media ownership, stereotypes, manipulation…) so as to exert critical thinking and self-reflexive
competences. See also information contract; information
disorders.
Information disorders: refer to rumours, propaganda,
persuasion techniques, scandal-mongering posts, slandering campaigns and fake news. On social media, algorithms,
clickbait, trolls, social bots and other devices can promote
false information while giving the feeling to users that they
are getting quality information. This can lead to a series of
disorders some of which are illegal (such as hate speech or
calls to terrorism and racism), while others are part of the
grey zone of harmful content and harmful behaviour (fake
news, rumours, cyber-bullying…). In MIL, they are part of the
categories of risks that are analysed and addressed in order
and promote online wellbeing. See also information factory;
fake news.
L
Long narrative form: is a long story, normally in written
prose, that describes real or fictional characters and events,
usually in the form of a sequential account. It can also be a
nonlinear narrative whose plot does not conform to expected
chronology or causality. In media, such narratives can come
in various formats and supports: books, articles documentary, comics, film, television, video games, music and other
audiovisual arts. See also digital storytelling; short narrative
forms.
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M
Mass media: refers to a variety of media formats and services
that are used to communicate to the general public and
reach a large audience, especially news. Mass media have
made their transition to the digital world but retain some
original characteristics such as linearity, editorial choice, etc.
See also social media, information contract.
Memes: are images, videos or texts which are copied and
spread virally on the internet. They often aim to be funny
and are slight variations on a few main images. They can be
shared on social networks, email, discussion communities,
message boards and image banks. They are popular in youth
cultures and are also used in fake news to generate traffic
because they are popular. See also fake news, information
disorders, social media.
O
Open source standards: are publicly available specifications
that allow an individual or a community to use software in a
non-proprietary manner. They can be freely adopted, implemented and even extended and improved upon. A typical
example would be the Moodle platform for e-learning or
UNIX standard for TCP/IP protocols. Creative Commons have
been put in place to foster this notion closely related to Information commons for the democratization of knowledge and
learning online. See also democratic society; participation.
P
Participation: is the competence that allows users to master
a healthy interaction with other people in online communities, via wikis, blogs, games and social media. It implies
values and attitudes related to active collaboration and
contribution. For MIL, it is associated with self-expression,
community-building, engagement in citizenship, influence
and well-being. See also digital identity, e-Presence, social
media.
Phishing: combines the words “phreaking” and “fishing”
to create an image of bait to lure a victim. It is an attempt
by information pirates and hackers to obtain personal data,
especially Sensitive Personal Information (SPI) by disguising
themselves as a trusted party (friend, colleague, bank etc.)
The purpose is to direct the victim to fake websites that can
distribute viruses or use the stolen data for illicit purposes.
See also cyber-security, data, protection.
Privacy: is the right to keep control over one’s data (access, verification, rectification…). It tends to be infringed by
companies that use personal data for commercial purpose,
including sharing data with third parties (i.e. not the people
for whom the data were created in the first place). Within
the EU is governed by the GDPR and entails being covered
in case personal data is stolen or manipulated. For MIL, the
challenges relate to disclosure and its risks to wellbeing,
cyber-bullying, e-presence as well as commercial profiling.
See GDPR, data mining, e-presence, phishing.
Profiling: is the process of examining the data available in
an existing database and of applying statistics to provide
metrics or predictions about people or other online activities.
For MIL, the challenges are about awareness about the digital
footprint and is possible misuses to infringe on privacy. See
also Big Data; Data, Digital Footprint; GDPR; Privacy.
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Protection: is the right to online data protection is covered
by GDPR. It deals with the responsibility for individuals and
public and private companies to keep digital activities safe
by ensuring that data is not stolen or used by third parties
without the user’s consent. See also privacy, profiling, GDPR.
Public opinion: is the formation of public opinion that justifies the use of mass media and their relation to democratic
societies as citizens need to be informed in order to make
decisions (such as voting in elections). It is very dependent
on the agenda setting activities of media outlets in the world,
and increasingly on social media. It requires an element of
trust in the information contract and the sharing contract.
See also mass media ; social media ; information contract.
R
Robot or ‘bot’: an internet robot or “bot” is a software application or intelligent agent that runs automated tasks on the
internet like web crawling to analyse files from web servers.
Chat bots are used to converse in natural language with
users and social bots are employed in social media networks
to generate messages. For MIL, the issues deal with ethical
challenges linked to increased autonomy of robots and their
replacing human functions (e.g. in the context of work, teaching or war.). See also Artificial Intelligence, data mining.
S
Search engine: a software system designed to search for
information on the internet and retrieve it for users. Increasingly search engines perform other services for users, and
use data mining with specific algorithms to profile them;
some trace users others do not. For MIL, the main issues
regarding search engines are the manipulation of the search
function for political, commercial and other reasons. See also
data, digital footprint, digital identity, fake news, privacy.
Sharing contract: refers to the implicit contract the social
media have established with their users, as exemplified in the
case of influencers. The contract posits 4 main steps : 1/ any
connected individual identifies a scandal, 2/ he/she creates
a desire for change, 3/ he/she collects other users’ experiences and opinions and 4/ he/she reaches out for reasoned
transformative solutions (no return to the status quo). In MIL,
it is an important element in explaining the role of opinions,
comments, conversations and short narrative forms in democratic societies and points to the risks of fake news and other
information disorders as the sharing contract can be manipulated or captured by special interested parties and this may
cause distrust in social media services. See also information
contract, democratic society, information disorders, influencer.
Short narrative forms: are stories that describe events that
are real or fictional. On social media it can take the shape of
comments, likes, posts, tweets, or video “stories” as used
in Snapchat or Instagram. See also digital storytelling; long
narrative forms.
Social advocacy: deals with social justice attached to the
values a democratic society holds, especially in relation to
human rights. The themes it covers may include: civil rights,
community building, consumption awareness, human rights
violations. It aims at social inclusion, social change, and wellbeing. In MIL, it translates into engagement and empowerment competences for online and offline participation. See
democratic society ; human rights.
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Social media: refers to a series of applications and/or online
services that facilitate social interaction, based on the
sharing contract (including media, documents and data). It
builds on online communities and audiences that network
and share interests and activities. Users have to create their
profiles and upload contents (texts, pictures or other files).
Many social networking sites are only open to individuals
above the ages of 13-16 (depending on the laws in different
European countries). See digital footprint; e-presence; fake
news.
Stereotype: a widely held and simplified idea of a type of
person or group. Online, stereotypes can be used to strengthen identity and a sense of belonging. They build on representations and images that tend to be long-lasting and are
difficult to eradicate or modify and may lead to hate speech
and other forms of discrimination. See also cross-cultural
communication; digital storytelling; hate speech.
T
Terms of service (TOS): also called “terms of use” (TOU),
they are the rules proposed by social media sites and services to which users must agree before having access to the
online service. They tend to be merely a disclaimer but can
contain other elements, especially regarding intellectual
property rights of the content that is shared online via the
service or app. See also app, privacy, social media.
Troll: a person who posts polarizing messages online, in
order to create discord. The objective is to disrupt a community by calling on emotional responses, often for fun but also
increasingly for political reasons, especially in the case of
fake news. See also cyber-bullying, fake news, social media.
V
Video games: games played using computer programmes.
Certain online games can allow the players to interact actively with the world they are plunged into and often players
can see everything from the perspective of their character (in
first person) or from multiple combinations of perspectives,
such as Massively Multiplayer Online Role Playing Games
(MMORPGs). In MIL, video games can raise issues such as
addiction, wellbeing, privacy as well as consumer awareness.
See also digital footprint.
W
Wellbeing : is a desirable state of health and security when
navigating, playing, searching online. It can provide a positive sense of self and of belonging to a community. It fosters
engagement in activities, social relationships, and empowerment to act in democratic societies. For MIL, the issues
raised relate to the risks to wellbeing, such as cyber-bullying,
trolling, human rights violations. See digital footprint; e-presence; human rights; social advocacy.

III. Training support and resources

10

